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Setting up Corporate Online

CIBC FirstCaribbean is delighted to introduce Corporate Online, our new platform for

business and corporate clients.

Corporate Online provides our clients with:

 greater control over day-to-day banking functions
* improved security features, including the use of RSA token software rather than

physical tokens
* more flexible administrative tools
e simpler, faster client onboarding

Activation of Corporate Online is self-service and can be completed by you in just a

few minutes.

We're therefore pleased to provide you with this Self-Service Guide for your setup
on the portal. This guide will assist you in successfully completing the setup process,

which includes:
* Qactivating your RSA software token
* validating your login access

* introducing the features of Corporate Online and demonstrating how to perform

typical day-to-day activity.

How long will this setup take?

The activities in this guide will require
approximately 20 to 30 minutes to
complete. We recommend that you plan
ahead and set aside this focused time so
that you can complete all the required

actions in one sitting.

Note: You will have up to 24 hours to complete your
activation. Please ensure that you act promptly upon
receiving these instructions.

Before you begin

You will need to have the following

on-hand before you begin the process:

1. The personal computer or mobile
device from which you will access
Corporate Online.

2. If you will be installing the RSA
Software Token on a personal mobile
device, have this device available.

3. Details of your company’s
CIBC FirstCaribbean account numbers
and/or credit card accounts.

cibcfcib.com

Next Steps

We have designed this Self-Service Guide
to be straightforward and easy to follow.
Using it, you should be able to success-
fully setup Corporate Online quickly and
hassle-free.

Below are the four (4) steps you are
asked to execute to complete your
setup:

1. Activate your Software Token

2. Login to Corporate Online

3. View the Tutorial Videos

4. Review your Profile Setup
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Follow the instructions below to complete each step.
Let’s get started...

n Activate your Software Token To install your token, follow the

Corporate Online works with a
software version of the physical RSA
SecurlD token with which you are
already familiar for the purpose of
securely accessing internet banking.

The RSA SecurlD Software Token
resides as an app (program) on the
computer system you use to access
Corporate Online or on your personal
mobile device.

You must first choose where you wish
to install the RSA software token app:
either to your desktop computer or to
your personal mobile device.

If you will be accessing Corporate
Online primarily from one desktop
computer/workstation = Install the
token software to that computer.

If you will be accessing Corporate
Online primarily from a personal
mobile device (phone, tablet, etc.) OR
from different workstations,devices
or locations = Install the token
software to your mobile device.

Note: that only one instance of the
RSA app can only be installed for each
user. The app cannot be installed on
both a workstation and a mobile
device for the same user profile.

In this next step, you will download and
activate your own Software Token.

instructions below:

o Toinstall your software token on a
mobile device, turn now to page 6.

o Toinstall your software token on a
desktop computer, turn now to
page 11.

Note: for security reasons, once the
profile is set in account recovery, it will
expire in 24 hours. Please ensure that
you activate your token promptly upon
receiving these instructions.

EJ Login to Corporate Online

You should now have completed the
installation and activation of your RSA
SecurlD Software Token App and have
set your PIN.

Return to the Corporate Online log-
on page at https://corporatebanking.
cibcfcib.com/login.

Enter your User ID, PIN and the Token
Number currently displayed on your
software token (a good practice is to
wait for the Token Number to change
before entering it).

Click the Log On button. You will be
taken to the Account Summary page
within Corporate Online, this screen
will display the account numbers and
current balances of your company’s
account(s).

T I
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[} View the Tutorial Videos B} Review your Profile Setup
The videos are brief and easy to digest, Return to the Account Summary screen
each a couple of minutes long or less. within Corporate Online. Review and
They are listed under the “Getting confirm the details of your company’s
Started” menu within Corporate setup: the company name, account
Online. Click on each link on screen to numbers and account currencies.

view them now. ,
That's a wrap! You may want to

« Corporate Online: Viewing bookmark the URL for Corporate Online
Accounts in your browser, for future ease of

« Corporate Online: Beneficiaries and reference: https://corporatebanking.
Transfer Funds cibcfcib.com/login

« Corporate Online: Transaction
Activities

« Corporate Online: Bill Payment

If your company has a MULTI-USER
profile within Corporate Online, please
also review these additional tutorial
videos:

« Corporate Online: Company
Management

« Corporate Online: Approval Tiers

« Corporate Online: Approval Process
(for Transactions and Company

Management)

cibcfcib.com
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Installing the RSA SecurID Software Token on a Mobile Device
(Preferred Method)

The CIBC FirstCaribbean Corporate Online Banking platform uses the RSA SecurlD Software
Token App to provide secure, two-factor authentication.

The RSA Token app displays a new, randomly-generated number at intervals of every 60
seconds. You will use this number—together with a Personal Identification Number (PIN)
—to help verify your identity every time you login to Corporate Online.

Here are the steps to download and setup your token on a mobile device. NOTE: Your account
must have been pre-enabled for Account Recovery and you then have 24 hours to complete
this software download. If you need to re-enable your account, please contact your bank
representative.

Install the token app on your mobile device

1. Go to your mobile device’s official App Store.

2. Select Search and enter “RSA SecurlD Software Token”. Smcu\g

3. Select ‘Install’ to download the RSA SecurID Software Token app onto your device.

After you have successfully installed the app, switch to the computer system that you use to
access CIBC FirstCaribbean internet banking (if different from your mobile device). Continue
by following the remaining steps below.

Activate the token on your computer

4. Onthe computer system that you use to access internet banking, go to the
CIBC FirstCaribbean website and follow the links to the Corporate Online log-on page.
Alternatively, copy & paste this address into your browser:
https://corporatebanking.cibcfcib.com/login

5. Enteryour UserID and then CIBC FirstCaribbean Corporate Online Banking Log On page
click the Activate my Token

link, below the Log On button

The User ID - this may be the
same |D that is used to access
the existing Internet Banking
platform. If uncertain of your ID,
refer to the email that you would < \
have received when your new ) e~ B
profile was created. = d ] 3

T T

CIBC FirstCaribbean
Corporate Online

Log on to see what's new!
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6. In the ‘Download the
RSA SecurlD App’ window,

select the Start button.

@ Activate Token

& Download the RSA SecurlD App

The RSA SecuriD Software Token app is 1
dirvice’s app store tg

Mabile Apps

c L=

Desktop Apps

.

Start

\

7. Inthe ‘Verify your Identity’
window, select the Request
Verification Code button.
An e-mail message
containing a verification
code will be sent to the

e-mail address associated

Activate Token

o Verily yaur Identity

9 First let's verify your identity

Existing users must first contact your company administratar 1o enable account recovery.

with your user account.

£ Back toLog On

Go to your email Inbox and retrieve the 5-digit verification code.

Enter the verification code and
click the Confirm Verification
Code button.

o WVerify your ldentity

9 Enter your verification code below

Chack the email address associated with your User ID for your verification code email. Be sure to also chet
wour jurk mail falder

— ‘Confirm Verification Code

£ Back to Log On

. R
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Import the token

10. When the ‘Import Your Token’

. . @ Activate Token
screen appears, click on the icon

corresponding to your mobile Efniipnciiony Qi baarobi
device on which you previously
|nsta||ed the RSA Tol-(en App [+ Select the device you will use to import your token
at step 3.
£ &8 8 |l
€ Hacktol

11. Switch to your mobile device and open the RSA SecurID Software Token App.
Select the option below based on your device type and follow the onscreen instructions:

a.Apple (i0S): button
b.Android: “Import Token” button
12. Inthe app, select Scan QR Code Activate Token

and scan the QR code appearing

on the computer screen. Follow (@ vertyyourtaeney (@) mportyour Token

the InStrUCtlonS In the app to E Import your token using the steps below

|mp0rt the tO ken This step requires the RSA Securt( Software Token app to be installed an your device
Note: If you are unable to scan 2 Sec g Toer, st Scan O Code
the QR Code, select the link below Pty R A R e o

Unable to scan QR Code? and follow
the prompts.

13. Once the QR code has been successfully scanned, you will receive a message indicating
‘token successfully imported’ A Token Number will be displayed in the RSA Token App on
your mobile device.

14. Returnto the © Activate Token
Corporate Online log-on page and

click the Continue button. APl

o Your soft token has been successfully imported!

» Conting
> Continue

£ Back to Log On

[T R
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Set your PIN

You will receive a prompt to set a PIN (6-8 letters and numbers ONLY). You will use the
PIN that you set here, together with a Token Number, to gain access to the Corporate Online
system and to authorize certain types of transactions.

15. Enter your PIN on the

‘Set your PIN’ screen ) fdvare foan
and repeat the entry in o °
1) Verify your Identty \_,‘- ur Token Set your PIN

the Confirm PIN field. = :
NOte your PIN must meet a” the B Select a PIN only you would know 1o secure your account
criteria listed on the right-hand side et s dude s
of the screen. Do not proceed further " | G s
until you see all green tick marks — S Pomaiin ks
d|Sp|ayed w © hot bea(u"nrrr-' PIN or reuse your last

£ PING
6. Cickthe ‘SetPIN' buttonto [~
complete the PIN process. < 8otk Tompor Token
£ Back to Log On
17.  After completing the PIN process,
will confirm r token

yOU . co yOU toke by @ Activate Token

entering the PIN and the Token

Number in the relevant fields. i [Dicaseriin (D o

The Token Number is the code

number being displayed at that g eanendone i

0 BNsUre your software token snd PIN i selup corres Y. pleaze re-enter below
moment in your RSA App on o
= ®

your mobile device.

—> Confirm Token

« Back to Log On

NOTE: The RSA SecurID token has a
countdown display that shows the
number of seconds remaining before
the token code changes. A good
practice to adopt is to wait for the
Token Number to change before
entering it.

18. Enter your PIN and the Token
Number in the fields.

19. Click the ‘Confirm Token’ button.

Once successful, you will receive a message onscreen indicating “You are now ready to log on”.

mamen T
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20. Click Back to Log On
to return to the
log-on page. ———— _ p— P TI o

@ Activate Token

o You are now ready to log on to Corporate Online!

Never reveal your PIN to anyone, including us. You wouldn't give out the alarm code to your
house or the combination ta your safe. You shouldn't give out your passwords, either

Newver reuse your PIN or password on other web sites, If you do. change it immediately for
your security. If the security of the other web site is compromised, then your online banking

is atrisk too

If your device is lost or stolen, contact your administrator immediately to prevent your

B Q@ Be

device from being used 1o access your account

—— BackwlogOn

Setup of your RSA SecurlD Software Token is complete. You are now ready to login to
Corporate Online for the first time with your User ID, PIN and Token Number.

Return now to page 3 and continue with step #2, Login to Corporate Online.

CIBC FirstCaribbean P
Corporate Online = ™™ =

Forgot my PIN Token Recovery

Activate my Token

Log on to see what's new!

—_— ..j
wlitions eedback + Terms i Privacy ZSecurity '+ FA0s + Help =




Installing the RSA SecurlD Software Token on a Desktop
Computer (Windows/Mac)

The CIBC FirstCaribbean Corporate Online Banking platform uses the RSA SecurlD Software
Token App to provide secure, two-factor authentication.

The RSA App displays a new, randomly-generated number at intervals of every 60 seconds. You
will use this number—together with a Personal Identification Number (PIN)—to help verify your
identity every time you login to Corporate Online.

Here are the steps to download and import your token using the RSA SecurlD Software Token
App on a desktop computer system running either Microsoft Windows or Apple Mac OS.
NOTE: Your account must have been pre-enabled for Account Recovery and you then have

24 hours to complete this software download. If you need to re-enable your account, please
contact your bank representative.

Download the token software to your computer

1. Go to the CIBC FirstCaribbean website www.cibcfcib.com and follow the links to the
Corporate Online log-on page. Alternatively, copy & paste this address into your browser:
https://corporatebanking.cibcfcib.com/login

2. Atthe Corporate Online log-on page, enter your User ID and click the Activate my Token link,
below the Log On button.

- User ID - this may be the same ID that is used to access the existing Corporate Internet
Banking platform. If uncertain of your ID, refer to the email sent to you when your new
profile was created.

3. When the Download screen appears, go to the ‘Desktop Apps’ section at right and click on
the icon that corresponds to your type of system:

CIBC| FirstCaribbean
e rteratanal Bark

& Software Token Users - Download the RSA SecurlD App

Thie RSA SecuriD Software Token app is required to use saftware tokens in Corporate Online, Please visit yaur

¢« B = ¢« =
:
If your system is Click Windows.
Windows: We recommend that you download using Google Chrome.
If your system is Mac: Click Mac OS X.

an T
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4. You will be redirected to the RSA website. Click the Download the Token button.

If your RSA unx T 7
system is i G i it G | Sy - Q
Windows: e S ks =a

VIEW ALL DOCUMEN TATION

Ackminit stion

Do M txws
Intalation & Upgrade
Overven

Unnr ety

FRODUCT RESOURCES

Feabures

s 9 o\ e
« SoMware loken sutomation fof infegraton with svilabie RSA SecurlD Padee applcaions
+ Sl instaftation and wben (pgride

* Mulliph ik provisiening opbons nduding Dyrarmi Seed Provisioning (CTH0P )

o Wb phugn for taat anoees 10 profocted wet stes wan Mcrosoft interret [ sphonm

o iedaeopom ity with Wirddown screan redcdars for visusby inguined (e

+ Now opfiorssly sescired by Inbel 8 IPT (idaniity Protecion Technology )

VPN Tohin ah
Mout Code:
9469 2795 |

ol

TG, ot

If your RSA R P T
System IS Hama My Canan Producty = Bagpant RSA Faady FISA Linroraity » kg Q
Mac:

Rt i m

. | (o o ians) () S
Wiraions vnson t simplty T —
6671 3612

Features:

s Strong bwo-tactor authuntication fo

e o (O]

¢ Proviseng
b painar appications whare | Scamer P (Gon)
(A Etg

5. Select the appropriate file based on your system type and wait for the file download to

complete:
If your Note: You must select either the 64-bit version or 32-bit version of the download file, based on whether
sustem is your system is running Windows 64-bit or 32-bit version. To check your version of Windows, refer to the
y ] sidebar on next page, “How to tell whether your Windows version is 32-bit or 64-bit’.
Windows:

RSA unx o R Y

RSA Risidy RSA Univwiaity = Lgin  Q

RSA SecurlD Software Token 5.0.2 Downloads for Microsoft
Windows

4 30085 IcBaboinl?

cibcfcib.com
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If your
system is
Mac:

RSA LINK About RBALNK  Partrer Portal [RSA

Homé My Cases Produts = Support A Hoady HESA Unrvorsiy = Lan  Q

AN Pistet o Prodacts - A4 SecurtD Aceaid = HUR Bl Seffuark Tokun for mac0Y  Bacaments

REA SecurlD Software Token 4.2.1 for macOS Downloads

|

BSA SamuriD Sofwara Tokan 4 2.1 for macOS Downloads B Fakease Noss

EHAZ58: aia aEsATON3 A 3Srealaabie0d

as in the example below.

How to tell whether your Windows version is 32-bit or 64-bit

If your system runs Windows 10: Press the If your system runs Windows 8: Click the Windows
Windows key on your keyboard, then click the Start button and open the Control Panel.

option Settings, then System and About. Under Select System and look for ‘System type’ as

Device Specifications, look for ‘System type’ in the example below.

= Windows edition
Processor Intel(R) Core(TM) i7-6700K CPU @ w::m : o il
4-OOGH2 4-00 GHZ & 2012 Microsoft Corporation. W i n d OWS 8
All nghts resenved. . .
;nstal led RAM 32.0 GB (J:" mzre'r.:lft-i.rr,l with a new
System type 64-bit operating system, x64- o
Rating: System rating is not available
based processor Processor: Inteb(R) Core(TM) i7-6700K CPU @ 4.006H: 4.01 GHz
s E = Installed memory (RAM):  4.00 GB
Pen and touch  No pen or touch input is available T ot O et e o)
fo IhIS dl5|3| ay Pen and Touch: Mo Pen or Touch Input is available for this Display

If you are unable to complete this check yourself or need further assistance, contact your
organization’s IT Support provider to obtain this information.

Install the token software

6. Open the file once the download is completed. Then, open the subsequent folders until you
arrive at the folder displaying the installation file for your system type:

If your
system is
Windows:

Select the file named RSASecurlDToken502x64.msi (x64 represents the
64-bit system version in this case, but it can also appear as x86 if on a 32-bit
system) as shown below.

-

MName Size Type
def File folder
template File folder
L_ERS&SecudﬂTokman . N —— R Vil s T A v e oy e
jg;RSASecuriﬂTuhnAutomrﬁd.msi 25MB  Windows Installer ...

T K
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If your Select the file named similar to RSASecurlDToken...Mac... (example shown
system is below).
Mac: RSA unx o v S W
e My Canes | - PP - :
RESA Se
Downlo

7. Run the installation file you selected in the previous step by double-clicking on the file name.
Accept the terms and select the “Typical” installation option, when prompted.

If prompted, enter your system password to allow the installation to be completed.

8. Atthe end of the successful installation, select the option to launch the application and
click FINISH.

Import and activate your token

9. The RSA Import Token screen will appear.
NOTE: If the application did not launch, go to the folder (the default is the Applications
folder) where the RSA secure ID was downloaded and launch from there; or go to the
SEARCH option in your taskbar and type in ‘RSA" — the filename should appear.

10. When prompted for the token import method, choose Import from Web. The screen shown
below will appear.

] |

If your
system is e
Windows: :-;.f{':i-.
@ Erbger LIRL
Pt froee Weh

Erter Activabion Code:

Md o proctng from wabiT

an T
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If your ®
system is
Mac:

2
&

Imgport from Web

Import Token

Select token impaort method:

Import from File - Browse to a file saved
on your computer (.sdtid extension).
Import from Web - Enter an activation
code and URL (if required).

i MNeed to view device information?

Token Storage Device

Meed help importing a token?

11. Return to the Corporate Online ‘Activate my Token’ web page.

12. In the ‘Download the
RSA SecurlD App’
window, click the
Start button.

@ Activate Token

& Download the RSA SecurlD App

The RSA SecurlD Software Token app

device's app store to download and ing

Mobile Apps

. . ...

13. In the Verify your
Identity window, click
the Request Verification
Code button.

An e-mail message containing

a verification code will be sent
to the e-mail address associated
with your user account.

LBackinings » Start
>

E; Activate Token

° Verify your |dentity

9 First let’s verify your identity

Exrsting users must first contact your company administrator 10 enable account recovery.

TestUser ®

Request Verification Code

< Back to Log On

14. Go to your e-mail Inbox and retrieve the 5-digit verification code.

| gbodbeom 5
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15. Enter the verification
code and click the
Confirm Verification
Code button. @ Enter your verification code below

Crneck the emall address associated with wour User 10 fior your verification code emall. Be sure to also chedk
your junk meall folder

o Verify wour identity

_>

€ Back 1o Log On

16. When the ‘Import Your Token' screen
appears, select the device you will use
to import your token by clicking the icon
that corresponds to your system type:

@ Activate Token

o mpert your Token

e|ther “Wi ndOWS DeSktO p" or [3 Select the device you will use to import vour token
“Mac OS X Desktop”. @ @ E
135 Phane Andraid Windows Windaws Mac 05X
Fhona Phoma 'Je_g.w:- Dezktop

You will see a URL and an
Activation Code displayed.

< Back to Log On

17. Copy the URL and paste it
into the URL field in the T RO e
RSA App ‘Import from
Web' window.

Import your token using the steps below

This step requires the RSA SecurlD Software Token app to be installed on your device.

NOTE: You may need to

Open the RSA SecurlD Software Token apy T 5 —

S . Activatian URL W Copy URL

minimize your browser 2, Select ‘Import Token, then select ‘Enter Link' http: 127,001/ securid/ethip?
X 3. Follow the instructions in the app To import your St A
i psEuri=tokens int100.cibcfoib.com/ctki
to | 0Ca te th IS R SA Ap p Towen prservices/CtkipServicedactivationCode=1008508
window again. :
10085088
. gt Token *

Then, copy the
Activation Code and : e e oA

paste it into the e
Activation Code field @ i
in the RSA App window. mport rm Wi

A

18. Click the OK button.

Ertpr dchivaban Code:

A

Your token will be Ras b oseoa o ah?
imported and linked to o ) oo
your User ID.

T I (R
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19. Click the OK button once the token has been imported and successfully linked to your
User ID. Random digits will appear in the token display window. These digits make up the
Token Number.

_ ~_ _ . NOTE! The RSA SecurlD token has a countdown
VPN Token  [Optionsv) = €2 display (60 seconds) - the blue boxes beneath the
Next Code: N Token Number - that shows the number of seconds
9469 2795 ! remaining before the token code changes.
| Always ensure that there are a sufficient number of
\Copyl . blue boxes displayed before using the Token Number.
RSA Securid . Agood practice is to wait for the Token Number to
< change before entering it.

20. Return to the Corporate Online
log-on page and click the © Activate Token
Continue button.

£
\ 1) Verify your Identity ° Impart your Token

o Your soft token has been successfully imported!

1 3
- Continue

£ Back to Log On

Set your PIN

You will receive a prompt to set a PIN (6 - 8 letters and numbers ONLY).

21. Enter your PIN number
on the ‘Set your PIN’ screen
and repeat the entry in the
Confirm PIN field. -

@ Activate Token

LQ Verlfy your Identity C‘- mport your Toker o‘ietyaurr'm
NOte: your PlN must meet E Select a PIN only you would know to secure your account
a” the Crlterla I|Sted on the Never reveal your PIN to anyene, including us!
rlght-hand Slde Of the Screen- - = Youurli‘FP:'I::\‘:‘l:‘:tl" &-8 letters angd numbers
Do not proceed further until . b pepsrmmel
H :& {0t be a comman PIN or reuse your last
you see all green tick marks S sl

e — I

< Back To Import Token

22. Click the ‘Set PIN’ button to
complete the PIN process. ___|

£ Back to Lag On

23. After completing the PIN process, you will Confirm your Token by entering your PIN and the
Token Number that is currently displayed in the RSA App. A good practice is to wait for the
Token Number to change before entering it.

P T EEEE—— R
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24. Enter your PIN number
and Token Number in
the respective fields.

@ Activate Token

() ¥ il 2 t r I___-‘_I Set F o Canfirm your Token

25. Click the ‘Confirm Token’

b UttO n. -] To ensure your software token and PIN is setup correctly, please re-enter below

‘!:’/ You're almost done!

Once successful, you will receive a message onscreen stating “You are now ready to log on”.

26. Click Back to Log On
to return to the
log-on page.

@ Activate Token

0 You are now ready to log on to Corporate Online!

] Kever reveal your PIN to anyone, including m code to your
andh

house or the combination to yeur safe Ye TR BV GUE YOUR passwird

Hir't give out the ak

either

® Mover rewse yaur Pl or password on ather web si
your security, If the secunity of the ciher wed site i compro

s at risk too.

) |1 your device s bost or stk co

dirvice from being wsed 10 acsess your acoun

JF TIPS ErANGE MmeCAtety 10 pravent your

Installation of your RSA SecurlD Software Token is complete. You are now ready to login to
Corporate Online for the first time with your User ID, PIN and Token Number.

Return now to page 3 and continue with step #2, Login to Corporate Online.

CIBC FirstCaribbean T
Corporate Online = | ™ -

Log on to see what's new! Forgot my PIN Token Recovery

Activate my Token

T
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1. Before a User can reset their PIN,
Account Recovery must be enabled
on the User profile.

2. Atthe login screen, enter the User ID
and leave the other fields blank.

3. Click on Forgot my PIN to proceed.

4. When the Software Token
Download screen appears,
click START.

How to Reset Your PIN for Corporate Online

I

)¢

USERID

() Remember Me

Forgot my PIN

Token Recovery

& Software Token Users - Download the RSA SecurlD App

The RSA SecuriD Software Token app is require

device's app store to download and install this ap,

5. The Verify your Identity screen will
appear.
Click Request Verification Code —]
to obtain the relevant security
code to proceed. It will be delivered
to your email address.

6. Once received, input the code and
click Confirm Verification Code. ™|

Mobile Apps Desktop Apps
« p = &« =
< Andrond Nindon M O5 X Sowi

@ Token Recovery

e First let's verify your identity
Exsting users must first Mact your

Request Verification Code

e Enter your verification code below

Check the emall address associated with your User 1D for your verification code email. Be sure i

12345

Confirm Verification Code




7. If the recovery option screen appears,

select I have forgotten my PIN and
click Next.

8. The system should direct you
to set a new PIN.

9. Once accepted, you must enter your
PIN and the Token Number from
the RSA SecurlD Software on your
device, to confirm the setup.

10. If successful, you will get the
message that you are now ready
to log on to Corporate Online.

@ Token Recovery

(1) Verify your id ° Select Recovery Option

& Select the recovery option that best suits your needs

< Backto Log On

@ Token Recovery - | have forgotten my PIN

@ sewtRecowry @ scyouren

G Select a PIN only you would know to secure your account

Never reveal your PIN 1o anyone, including us!

< Backto Log On

@ Token Recovery - | have forgotten my PIN

° Confirm your Token

\\// You're almost done!

To ensure your software token and PIN s setup correctly, please re-enter below.

w wn

< Back to Log On

@ Token Recovery - | have forgotten my PIN

($]

You are now ready to log on to Corporate Online!

@, Never reveal your PIN to anyone, including us. You wouldn T g
ot DOuse of the COMBINALION 10 your safe. You Shauldn't give 0
G Never reuse your PIN or password on other web sites. If you o
your security. i the security of the other web site is compromsed, the
§6 3t sk 100,
M  11your device is lost or stolen. contact your administrator immediately to prevent
- Jevice from beng used 1o access your account

< Back to Log On



How to Transfer or Renew an RSA Token

After a User has successfully logged on to the Corporate Online platform, they are able to
transfer their software token from one device to another and also transfer from a Hardware
token to a Software Token. The process of transferring from Hard Token to Soft Token is
required prior to the Hard Token's expiration date.

1. The User must login to the Corporate Online website with their current credentials
(User ID, PIN and RSA Token)

CIBC| FirstCaribbean Demo Mode

=

ACCOUNTS

2. Go to Preferences (top right-hand corner)

Preferences Company Approvals Transfer Approvals Notifications o Log Out

3. Scroll down and select the option to Transfer or Renew my Token

Transfer or Renew my Token - Tra

Transfer or Renew my Token

4. If transitioning to Software Token, the RSA SecurID App must be downloaded before
proceeding. Once downloaded to the preferred device, click the START button.

1

& Software Token Users - Download the RSA SecurlD App

RSA SecurtD Software Toker 1 f ) i L your device

Mobile Apps Desktop Apps




5.  The User must enter their current PIN and
Token Number for verification. bl sl ot i

Before we proceed

current PIN and token number

6. Once verified, they must select
the device to which they have Qi
installed the RSA SecurlID App.

[} Select the device you will use to import your token

¢ 28|23

7. They may proceed with the relevant import process based on their selection:

Mobile:

Desktop:

@ Import your token using the steps below

step requires the RSA SecurlD Softwar

1. Open the RSA SecurlD Software Token apgp 1 Copy URL
opy U
2. Select Import Token' then select ‘Enter Link e 2
P 127.0.0V/secund/Ctkip

3. Follow the instructions in the app to

toker

i Copy Code




8. Once imported successfully, a
message will appear on the
website for them to continue to
the next step.

Q Your soft token has been successfully imported!

©) ty Sct your PIN
9. The User must now enter a PIN -3 °
for thelr SOftwa re TO ken' a Select a PIN only you would know to secure your account

Never reveal your PIN to anyone, including us

10. The User must confirm their
Token setup by entering their Mo akiogs oot
To ensure your software token and PIN is setup correctly. please re-enter below
PIN and Token Number from

the new device. . -

Q Your new token is ready for use!
Your previous token can no longer be used and we recommend remaving it from the RSA app on

11.  Once completed, the customer is your device
able to utilize their Software
Token on their new device.

Never reveal your PIN to anyone, including us. You wouldn't give out the alarm code to your
house or the comhination to your safe. You shouldn't give out your passwords. either

Never reuse your PIN or password on other web sites. If you do, change it immedsately for you
security. If the security of the other web site Is compromised. then your online banking is at risk
too

If your device is lost or stolen, contact your administrator immediately to prevent your device

> Q@ Je

Note: The User may continue their
current session. However, the
system will prompt for the PIN <Back to Preferences
and Token Number from their new

device, at the next transaction or

login attempt.

from heing used to AcCess your account




How to Use Token Recovery to Import an Existing RSA Token

If a Corporate Online User previously used an RSA SecurlD Software Token, but lost access to
their device, they can use Token Recovery to import their existing Token to a new device.
Note: Before a User can utilize Token Recovery their profile must be enabled for Account

Recovery.

1. Atthe login screen, click on Token
Recovery to begin.

O Remember Me

Eocgotmy PIN p» Token Recovery

2. When the Software Token
Download screen appears, use
the relevant links to find and
install the RSA SecurlID App
on your preferred device. Once
installed, return to this screen

Activate my Token

& Software Token Users - Download the RSA SecurlD App

The RSA SecurlD Software Token app is required to use software tokens in Corporate Online. Please visit your
device's app store to download and nstall this app get started

and click Start.

3. The Verify your Identity screen
will appear. Enter your User ID
and click Request Verification
Code. The verification code will
be delivered to the registered
email address for the User.

Mobile Apps Desktop Apps
« p = ¢« =

e First let's verify your identity
Existing users must first contact your company administrator to enable account recovery




4. Once received, input the code and @ verty your ennry
click Confirm Verification Code.

e Enter your verification code below

Note: the verification code is valid for
120 seconds. If it expires before you
can confirm it, an option to “Request

A New Verification Code” will appear. B i
-
. . . @ Token Recovery
5. After confirming the verification
code, the recovery option screen ) [ @ secttecomeyOption
will appear. Select option that
SayS, “I have my device but can’t [ Select the recovery option that best suits your needs
access my token” and click Next. piisvhonntbr ot
<Ba Log (
6. Select the device on which you
have installed the RSA SecurlD @ oot your o

App.

[» Select the device you will use to import your token

838 2=

7. Proceed with the relevant import process based on your device selection:

Mobile App: @ oot vour Token

- Scan QR Code option.

. Alternatlvely C||Ck E Import your token using the steps below
“Unable to scan QR Code” - I
to use the Import URL/Enter 2 Solct nport o s selct Sean O Co

Llnk Optlon 3 fl. :~.-m Instructions in the app to iImport your




Desktop App: @ s e

Import from Web option

@ Import your token using the steps below

This step requires the RSA SecurlD Software Token app to be installed on your device

1. Open the RSA SecuriD Software Token app == _

2 Select 't t Token', then select 'Enter Link

Sele mpor ke, then select 'Enter Linl hitp /127.0 0.1/securid/cthip?

3 Follow the instructions in the app to import your
Follow the instructions in the app to import you schome«https&uristol 00 cibefcib com/ctivp/
token

services/CtiipServceSactivationCode~ 10085088

10085088

8. Once the Token has been @ ot v s
successfully imported,
click Continue.

0 Your soft token has been successfully imported!

. :
o

9. The system will direct the
k/_\'r Tok ° Set your PIN

User to set a PIN. Follow the =
guidelines to form a valid PIN e
L 6 Select a PIN only you would know to secure your account.
and enter |t |n bOth ﬁe|dS Never reveal your PIN to anyone, including us
provided. Then, click the - Your PIN must

g

© Be between 6-8 letters and numbers

Set PIN button © Include at least 1letter
e © Include at least 1 number
= © Not be a common PIN or reuse your last 6

PiNs
Note: The PIN is case sensitive. g “

10. Once the PIN has been set, =
' Q) t your Toke (2) set your Pin ° Confirm your Token
the User must confirm their
TOk-en Setup by enterlng & You're almost done!
their PIN and a Token To ensure your software token and PIN is setup correctly, please re-enter below
Number from the
RSA SecurlD App. Then,

Y | ®



@ Token Recovery | have my device but can't access my token

11.  After confirming the Token,
the User can login using
the Software Token on their

new device.
Q You are now ready to log on to Corporate Online!

vvvvv

a Never reveal your PIN to anyone, including us.

Never reuse your PIN or password on other web sites. If y

@

»

If your device is lost or stolen, contact y

~

International Bank

Q1] FirstCaribbean
=

The CIBC logo is a trademark of Canadian Imperial Bank of Commerce, used by
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